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The importance of having external

alliances

Anthony Luizzo, PhD, CFE, CST (Ret. NYPD), and Ben J.

Scaglione CPP, CHPA, CHSP

Forging alliances with govern-
mental and nongovernmental

organizations helps to strength-
en and deepen hospital security.
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hen the COVID Express
stormed into town in the
early days of the second decade
of the new millennium, hospital
security was challenged like nev-
er before. Hospitals were deluged
with COVID patients laying in
stretchers everywhere. During
this catastrophic period, many se-
curity-related lessons were
learned as to which protection
strategies worked or did not work
in this horrific crisis. Now that
the COVID storm has subsided,
security upgrades are consistent-
ly being implemented. In our pre-
vious article for this journal,
“Protecting the Built Environ-
ment,” we highlighted how hos-
pitals need to be reviewed through
the lens of how the built environ-
ment and security are intertwined
[1]. We believe that these and oth-
er changes are allowing hospital
security executives to better pre-
pare for tomorrow’s next pan-
demic or other catastrophes.
Amid the plethora of security
enhancements being instituted at
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hospitals nationwide are ones
meant to strengthen and deepen
strategic alliances with govern-
mental agencies—such as police
and fire departments—and to
forge new alliances with non-
governmental entities—such as
local development organizations,
enterprise zones, and other com-
munity organizations interested
in neighborhood safety and secu-
rity (community crime preven-
tion). Here, we define a strategic
alliance as involving two or more
organizations that agree to join
and share community crime
fighting statistics and may agree
to procedures for handling events
that involve the alliance’s mem-
bers. Many of the organizations
we have listed have quite sophis-
ticated crime analysis capabili-
ties and have unique insight into
what is going on in their neigh-
borhood. Establishing strategic
alliances with both governmen-
tal and nongovernmental entities
is an important step in erecting a
superhighway for exchanging
criminological information.
(One of us, Luizzo, previous-
ly worked for the NYC Mayor’s
Office of Economic Development
and Business Services as Direc-
tor of Security Programming and
worked shoulder to shoulder with

governmental and nongovern-
mental entities on crime control
planning. Find further informa-
tion on the benefits of security
networking in an article he wrote
for PI Magazine in 2021 [1].)

FORGING THE
INFORMATION AND
RESPONSE CHAIN

Forging an information and re-
sponse chain begins with finding
the right strategic partners to con-
nect with. To put a finer point on
this concept, strategic partner al-
liances not only help to enhance
surrounding global community
security, they also work hand in
glove with healthcare institutions
in protecting employees, patients,
and visitors. As an example,
many large cities have law en-
forcement liaison programs that
help hospitals, along with other
organizations, to exchange infor-
mation and foster closer working
relationships. Programs like New
York’s NYPD Shield, one of the
oldest in the country, have set the
stage for other cities in the ex-
change of information and en-
hancement of police and private
sector interactions.

Unfortunately, not every town
or city has access to a Shield-type
program. Notwithstanding, as
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previously mentioned, there are
other potential alliance part-
ners—among them local politi-
cal offices, local development or-
ganizations, business improve-
ment districts, enterprise zones,
chambers of commerce, and re-
ligious organizations. The list of
potential strategic partners is end-
less. The bottom line is that each
alliance partner’s main goal is to
have safer streets, schools, the-
aters, and of course, hospitals.
So how can healthcare institu-
tions go about forging these alli-
ances? It is easier than you think.
Given that hospitals provide life-
saving services, they are often the
place to go in emergency situa-
tions. It is no wonder that all com-
munity agencies and organiza-
tions want to have a close work-
ing relationship with local
hospitals. On the other hand, hos-
pitals need outside agency help as
well, to advise them in advance
of potential crime-related issues.

GOVERNMENTAL-
HOSPITAL LIAISON

Law enforcement is often
called to help subdue or arrest vi-
olent patients and visitors or help
restrain a behavioral health pa-
tient who has lost control and be-
came violent. Obviously, the

need for these two organizations
to work together is more impor-
tant than ever. If healthcare insti-
tutions do not have working re-
lationships with law enforce-
ment, they need to start
establishing them ASAP. Work-
ing together benefits all parties,
helping to improve the response
to emergent events and prevent
future events from occurring.

A program can start with a sim-
ple phone call and invitation to
talk. This process should be initi-
ated by the security director or
manager. The initial talk should
be at the governmental agency’s
offices. The discussion should in-
clude what is needed by both par-
ties to develop a working relation-
ship. Once the ice is broken, the
local emergency response and
governmental organizations
should be invited into the hospi-
tal for an old-fashioned fireside
chat. They should walk through
the hospital to learn where key de-
partments and high-risk areas are
located. Management within the
response agencies should be in-
troduced to all key hospital per-
sonnel and, specifically, members
of the emergency department.
Meetings with emergency re-
sponse personnel should be ongo-
ing and occur on a regular basis.
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Several key issues should be
worked out as part of the govern-
mental-hospital alliance. Many
healthcare organizations struggle
with these issues, which are often
resolved on the fly and, at times,
not in the best interest of the hos-
pital or the emergency response
agency. Some key issues that
should be considered for discus-
sion and resolution with emergen-
cy response agencies include:

. How injured emergency
response personnel will be
treated within the emergency
department.

« Protocol for the arrest of a
patient or visitor, and guide-
lines related to police arrest
of employees.

. Issuance of law enforcement
warrants or subpoenas.

« Handling of behavioral
health patients at the hospital
or who are brought to the
hospital by law enforcement.

« Coordination of the handling
of hospitalized prisoners.

- Review of hospital response
equipment available for
emergency responders.

. Emergency responders’
access to the emergency
department.

» Emergency-response agency
support during a disaster.

« Drills related to active
assailant, fire emergencies,
or evacuation.

MORE ON ISSUES REQUIR-
ING NEGOTIATIONS
BETWEEN LAW
ENFORCEMENT AND
HOSPITAL SECURITY

Treatment for injured or sick
law enforcement personnel. Of-
ten, law enforcement agencies
seek quick and decisive treatment
for injured or sick personnel. Al-
though this is not generally a pos-
sibility, an approach to the expe-
dient treatment of first respond-
ers should be hashed out. This is
an important conversation for all
first responders and can make or
break relationships. When dis-
cussing this topic, it is important
for the hospital to understand the
need for injured emergency re-
sponders to get back out into the
field as quickly as possible. It is
also important to keep in mind
that both parties are in this to-
gether and that compromise helps
each other’s cause.

Response issues involving
patient or visitor arrest proto-
cols. Also, how will arrests, war-
rants, and subpoenas of patients
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or staff be adjudicated? If these
issues are not discussed in ad-
vance, the hospital’s security de-
partment will be stuck with the
responsibility of handling these
delicate situations on the fly on
its own. At times, these issues are
handled by the legal department,
which can complicate relation-
ships between law enforcement
and hospital security.

The handling and treatment
of behavioral health patients
brought into the emergency
room for evaluation. Frequent-
ly, law enforcement will drop off
behavioral health patients and
leave, getting called back to the
hospital when the patient loses
control and becomes violent.
Some hospitals require law en-
forcement to stay until the pa-
tient is discharged or admitted.
Law enforcement agencies do
not like to leave an officer in the
hospital for hours whilst the of-
ficer is not available for standard
patrol services. Many times, hos-
pital staff have questions about
the patient, such as, is he or she
under arrest, and is the person
free to go when discharged?
These queries need answers.

The handling of prisoners.
Although the Joint Commission
provides standards for the care of

prisoners within the healthcare
environment, they only require
the tracking and education of law
enforcement personnel who are
guarding a prisoner. Most times
the day-to-day operations of pris-
oner management are not fully
worked out. For example, how
do law enforcement officers take
bathroom breaks? Are patient or
outpatient rooms cleared of po-
tential weapons? Can the treat-
ment of prisoners be expedited
so that they do not stay within the
hospital for extended periods?
Hospitals need to discuss and for-
mulate processes for properly
handling these issues.

Medical supply sharing be-
tween emergency responders.
This can be beneficial for both
parties if properly managed and
monitored. However, in some cas-
es, this relationship gets strained,
resulting in excessive use of sup-
plies. Hospitals need to properly
negotiate and manage this process
so that both parties benefit. When
hospitals realize that losses are
high, they often just terminate the
process instead of working out a
beneficial process. This approach
can hurt the hospital’s relationship
with emergency responders.

Access to the emergency de-
partment. Many hospitals lock
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their ambulance entry doors for
security purposes and install a
keypad and/or intercom. The
keypad code is usually 911 or a
similar code that all emergency
responders can remember. Un-
fortunately, this code is never
changed; consequently, former
emergency responders and oth-
ers who know the code can eas-
ily access the emergency depart-
ment illegally, thus undermining
emergency department security.
Like all the other topics dis-
cussed in this article, the chang-
ing of the access code or other
access control processes should
be discussed and resolved as part
of the working relationship de-
veloped with emergency re-
sponders. Periodic code chang-
es or use of access cards should
be worked out so that the hospi-
tal emergency department re-
mains secure.

Disaster management. During
a community disaster, emergen-
Cy response agencies can be busy
working at the disaster location,
which may may minimize the
support they can offer to the hos-
pital. Provision of vehicle traffic
management, personnel, and
equipment (such as remote boil-
ers or generators) may not be
available even if previously dis-

cussed and decided upon. It is im-
portant that alternate plans be pro-
mulgated in the event of a disas-
ter or another adverse event.
Additionally, during a communi-
ty emergency, poor communica-
tion between response agencies
and the hospital can result in sup-
ply shortages, an onslaught of vic-
tims, or police personnel looking
to interview victims and family
members. Again, contingency
planning needs to include these
topics, for better and efficient
communication between response
personnel and the hospital.
Drills. The Joint Commission
requires yearly disaster drills and
infant abduction drills. These
drills need to include governmen-
tal liaison partners. It is not un-
common for hospitals to reach
out to police and fire personnel
but not include other response or-
ganizations like EMS or state,
county, or local and emergency
management personnel. Drills re-
lated to active assailant, fire
emergency, or evacuation should
include all agencies that would
have any role in a response. Con-
sideration should be given to in-
cluding nongovernmental partner
participation. Moreover, other
outside agencies that care for mi-
nors, domestic animals, seniors,
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and behavioral health patients
should also be included, especial-
ly when a victim shows up with
a child or a pet.

NONGOVERNMENTAL
LIAISONS

With respect to nonemergency
partners (local development or-
ganizations, political representa-
tive offices, religious entities,
chambers of commerce, and so
on) meetings should center
around information sharing. All
parties should meet and discuss
how to collectively forge a stron-
ger information chain to get risk
exposure information out as
quickly as possible. It is extreme-
ly important that crime-analysis
data is shared so that everyone is
in the information loop.

CONCLUSION

Once the table is set, it is time
to plan the security menu. Enlist-
ing strategic partners to help fight
the never-ending war on crimi-
nality is a wise policy. Smart hos-
pital security administrators in-
stinctively know not to be afraid
of leaving the land of the famil-

iar for the unfamiliar. They need
to put the pedal to the metal and
be thermostats not thermometers.
Security networking is akin to the
assembly line first created by
Henry Ford in 1913— the more
strategic partners involved in
fighting the war on criminality,
the better. The secret to winning
the war is choosing your partners
in crime deterrence wisely.
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